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Operators boost cybersecurity efforts, 
but more work is needed
UII DATA REPORT 143 | JUNE 2024

SUMMARY
Threats to data center 
cybersecurity continue to rise 
in 2024. Three in four operators 
report experiencing a cyber 
incident in the past three 
years, according to the Uptime 
Institute Data Center Security 
Survey 2024. These incidents 
can be expensive, with more 
than one in three costing more 
than $100,000 in damages.

IT software and network 
configuration issues have been 
the most frequent cause of 
cyber-related incidents. As data 
center networks become more 
complex and interconnected, 
these incidents will likely 
become more common.

Although the survey results 
suggest that cyber resiliency 
assessments are being 
strengthened to protect risk 
areas, only half of operators 
rate them as “effective”. 

ABOUT THIS SURVEY
The Uptime Institute Data Center 
Security Survey 2024, conducted 
online in May 2024, had more 
than 900 respondents. This report 
highlights some of the findings. 
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Confidentiality of customer data leads cybersecurity concerns
Which of these best describes your organization’s top concerns regarding data center 
cybersecurity? Choose no more than three. (n=305) 

Cybersecurity assessments are becoming more robust
Which of the following areas are reviewed by your organization when conducting data 
center cybersecurity assessments? Choose all that apply.

Most assess cyber resiliency at least quarterly
Does your organization periodically conduct comprehensive assessments of the 
effectiveness of its data center cybersecurity program? If so, how often? (n=397)
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Most cyber assessments use internal and external resources
Has your organization had a cybersecurity assessment of its data center IT or OT 
systems either conducted internally by your own staff or that was provided by an 
external company? (n=244)

(Responses for “Don’t know” 
are not included.)

Confidentiality of customer data

Data loss or corruption

Maintaining service availability

IT system vulnerabilities

Ransomware

Protecting image / reputation

Meeting compliance mandates

OT equipment vulnerabilities

Quarterley

NO
9%

YES
91%

Monthly or more frequently

Every six months

Once a year

Once every two years

Other

28%

28%

16%

25%

1%

1%

79%
76%

68% 69%
65% 67%

55%

74% 71% 71%

65% 65%

59%

51%

46%

37%

36%

30%

27%

16%

22%

20%

77%

84%
82% 82%

83%
81%Attacks originating from third-party service providers

Data 
security

Physical 
security

Access 
controls

Network 
security

Systems 
operation

2023 (n=268)

2024 (n=268)

Personal 
security

Incident 
handling

Monitoring Compliance
Internal assessment only

External assessment only

Both internal and external

NOYES

30% 8% 5%57%

Theft of intellectual property / trade secrets
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IT software

Network configuration 

Power-related 

IT hardware 

Incident handling procedures

Third-party IT service-related 

Cooling-related

Physical access 

OT system
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Software, network and power issues cause most cyber incidents
Over the past three years, which of the following issues have been the most common 
cause (if any) of data center cybersecurity issues/incidents that have affected your 
organization? Choose no more than three. (n=373)

More than one-third of recent cyber incidents had considerable impact
Did your organization experience an impactful cyber incident in the past three years? On a scale of 1 (negligible)  
to 5 (severe) how would you classify your data center’s most impactful cybersecurity incident in the past three years? 

Only half rate their company’s cyber 
assessments as “effective”
How would you rate the level of effectiveness of your 
organization’s data center cybersecurity assessments? 

More than one-third of impactful cyber incidents cost 
more than $100,000
Please estimate the total cost of this cybersecurity incident, including direct, 
opportunity, and reputation costs using the following options. (n=158)

uptime institute data center security survey 2024

uptime institute data center security survey 2024 uptime institute data center security survey 2024

uptime institute data center security survey 2024 uptime institute data center security survey 2024

4%

29%

29%

28%

25%

20%

19%

19%

15%

7%

3%

10%

21%

43%

23%

25%
NO

75%
YES

51%

5%

0%

44%

Not too effective
Ineffective

Effective Somewhat 
effective

Under 
$100,000 

$100,000 to 
$1 million 

More than 
$1 million

63%

25%

12%

(Only respondents that 
have had a cybersecurity 

issue in the past three 
years are included. 

Responses for “Other” 
are not included.)

Network and software issues cause most impactful cyber incidents
What was the primary cause of your most impactful data center cybersecurity incident? (n=162)

22% 10%

10%

7%9%

7% 4% 3%

2%
4%

IT software issues Third-party IT 
service-related 

issues

Power-related

Cybersecurity 
incident handling 
procedure issues

IT hardware 
issues

Cooling-
related 
issues

Physical access issues

Outage that 
resulted in a 
cyber attack

Other

OT system issues

(n=218)

Outage that resulted in a cyberattack

Severe 
(Category 5)

Serious 
(Category 4)

Negligible 
(Category 1)

Minimal 
(Category 2)

Significant 
(Category 3)

22%
Network 

configuration 
issues

(n=253)



Demographics: Uptime Institue Data Center Security Survey 2024
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Enterprise Data Center Owner/Operator

Cloud/Hosting Provider

Colocation Provider

Vendor/Product Supplier

Data Center Design or Engineering Firm

Consultant/Advisory Firm

Other (please specify)

Enterprise data center owner/operator

Data center design or engineering firm

Consultant/advisory firm

Vendor/product supplier

Colocation provider

Cloud/hosting provider

Other 

18%
US & Canada

28%
Europe

9%
Africa

10%
Middle East

20%
Asia and Pacific 
(excluding China)

12%
Latin America

3%
China
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About Uptime Institute
Uptime Institute is the Global Digital 
Infrastructure Authority. Its Tier Standard 
is the IT industry’s most trusted and 
adopted global standard for the proper 
design, construction, and operation 
of data centers – the backbone of the 
digital economy. For over 25 years, the 
company has served as the standard 
for data center reliability, sustainability, 
and efficiency, providing customers 
assurance that their digital infrastructure 
can perform at a level that is consistent 
with their business needs across a wide 
array of operating conditions. 

With its data center Tier Standard & 
Certifications, Management & Operations 
reviews, broad range of related risk 
and performance assessments, and 
accredited educational curriculum 
completed by over 10,000 data center 
professionals, Uptime Institute has 
helped thousands of companies, in over 
100 countries to optimize critical IT 
assets while managing costs, resources, 
and efficiency. 

Uptime Institute is headquartered in 
New York, NY, with offices in Seattle, 
London, Sao Paulo, Dubai, Singapore, 
and Taipei. For more information, please 
visit www.uptimeinstitute.com

All general queries:
Uptime Institute 
405 Lexington Avenue,  
9th Floor, New York,  
NY 10174, USA 
+1 212 505 3030

info@uptimeinstitute.com
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Company location (n=926) Verticals (n=926) 

Digital infrastructure environment (n=619)

19%
Senior executive 
(VP or C-level)

19%
Consultant

14%
Critical facilities manager

4%
IT operations staff

6%
Critical facilities 
operations staff

10%
Other

12%
IT manager

15%
Design engineer

29%

4%

10%

12%

19%

17%

9%
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